Privacy Notice
Quantum Design is committed to protecting and respecting your privacy. This Privacy
Notice (“Notice”) sets out our data processing practices and your rights and options
regarding the ways in which your personal information is collected (including through
our website: www.quantumdesign.co.uk) and used. Please read the following carefully
to understand our views and practices regarding your personal data and how we will
treat it.
The provision of your personal information to us is voluntary. However, without
providing us with your personal information, your use of our services or your interaction
with us may be impaired. For example, you will be unable to attend one of our events
without first registering.

1. INFORMATION WE MAY COLLECT FROM YOU
When you engage us to provide you with professional services, we collect and use
personal data when we have a valid business reason to do so in connection with those
services.
In the context of providing professional services to clients, Quantum Design also
processes personal data of individuals who are not directly our clients (for example,
customers or suppliers of our clients). The majority of the personal data we collect and
use to provide our services is supplied voluntarily by (or collected by us from thirdparty sources at the request of) our clients. Because of this, if you are a client of
Quantum Design, then it will generally be obvious to you what personal data we
collect and use. This information can include:
a) Basic information, such as your name, the company you work for, your
position and your relationship to a person
b) Contact information, such as your postal address, email address and
telephone numbers
c) Financial information, such as payment-related information
d) Any other personal data relating to you or other third parties which you
provide to us for the purpose of receiving our services
e) whenever you interact with us. For example, when you contact us regarding
our work, send or receive information or engage with our social media.
f) when you visit our website. For example, we automatically collect information
about your computer, including (where available) your IP address, operating
system, and browser type.
g) we may also collect and use your personal information by using cookies on
our website. Please see our Cookie Notice for more information.
h) In general, we may combine your personal information from these different
sources for the purposes set out in this Notice.

2. HOW WE STORE YOUR PERSONAL INFORMATION
In order to administer the Site, the data we collect from you may be transferred to, and
stored at, a destination outside the European Economic Area (‘EEA’). It may be
processed by staff operating outside the EEA who work for us or for one of our
suppliers.
Please note that some countries outside of the EEA have a lower standard of
protection for personal information, including lower security requirements and fewer
rights for individuals. Where your personal information is transferred, stored and/or
otherwise processed outside the EEA in a country that does not offer an equivalent
standard of protection to the EEA, we will take all reasonable steps necessary to
ensure that the recipient implements appropriate safeguards (such as by entering into
standard contractual clauses) designed to protect your personal information and to
ensure that your personal information is treated securely and in accordance with this
Notice. If you have any questions about the transfer of your personal information,
please contact us using the details below.
Unfortunately, the transmission of information via the internet is not completely secure.
Although we will do our best to protect your personal data, we cannot guarantee the
security of your data transmitted to our Site; any transmission is at your own risk. Once
we have received your information, we will use strict procedures and security features
to try to prevent unauthorised access.

3. HOW AND WHY WE WILL USE YOUR PERSONAL INFORMATION
Your personal information, however provided to us, will be used for the purposes
specified in this Notice. In particular, we may use your personal information to:
a)
b)
c)
d)
e)
f)

contact you in response to your query
communicate with you with general information about Quantum Design
provide you with the services you have requested
for accounting and tax purposes
process your payments
analyse and improve our work, services, activities, offerings and information
(including our website), or for our internal records
g) report on work
run/administer our website, keep the website safe and secure and ensure that
content is presented in the most effective manner for you and your device
h) satisfy legal obligations which are binding on us, for example in relation to
regulatory, government and/or law enforcement bodies with whom we may
work); and/or
i) the establishment, defence and/or enforcement of legal claims.

4. LAWFUL BASES
The GDPR requires us to rely on one or more lawful bases to use your personal
information. We consider the grounds listed below to be relevant:
a) Where you have provided your consent for us to use your personal
information in a certain way (for example, we will ask for your consent to use
your personal information to send you information about Quantum Design by
email)
b) Where necessary so that we can comply with a legal obligation to which we
are subject (for example, where we are obliged to share your personal
information with regulatory bodies which govern our work and services)
c) Where necessary for the performance of a contract to which you are a party
or to take steps at your request prior to entering a contract (e.g. agreed
services)
d) Where there is a legitimate interest in us doing so
The GDPR allows us to collect and process your personal information if it is
reasonably necessary to achieve our or others’ legitimate interests (as long as that
processing is fair, balanced and does not unduly impact your rights).
In broad terms, our “legitimate interests” means the interests of running Quantum
Design as a commercial business.
When we process your personal information to achieve such legitimate interests, we
consider and balance any potential impact on you (both positive and negative), and
your rights under data protection laws. We will not use your personal information for
activities where our interests are overridden by the impact on you, for example where
use would be excessively intrusive (unless, for instance, we are otherwise required or
permitted to by law).

5. COMMUNICATIONS FOR MARKETING/FUNDRAISING
We may use your contact details to provide you with information about our work and
events which we consider may be of interest to you (e.g. updates about fundraising
appeals and/or volunteering opportunities via our newsletter).
Where we do this via email or telephone, we will not do so without your prior consent
(unless allowed to do so via applicable law).
Where you have provided us with your consent previously but do not wish to be
contacted by us about our work, please let us know by email at
[quantumdesign.co.uk]. You can opt out of receiving emails from Quantum Design
at any time by clicking the “unsubscribe” link at the bottom of our emails.

6. HOW LONG WE KEEP YOUR PERSONAL INFORMATION
In general, unless still required in connection with the purpose(s) for which it was
collected and/or processed, we remove your personal information from our records
six years after the date it was first collected. However, if before that date (i) your
personal information is no longer required in connection with such purpose(s), (ii) we
are no longer lawfully entitled to process it or (iii) you validly exercise your right of

erasure (please see Section 13 below), we will remove it from our records at the
relevant time.
If you request to receive no further contact from us, we will keep some basic
information about you on our suppression list in order to comply with your request
and avoid sending you unwanted materials in the future.

7. SHARING YOUR INFORMATION
We do not share, sell, or rent your personal information to third parties for marketing
purposes. However, in general we may disclose your personal information to
selected third parties in order to achieve the purposes set out in this Notice.
Non-exhaustively, those parties may include:
a) partner organisations in the UK
b) suppliers and sub-contractors for the performance of any contract we enter
into with them, for example IT service providers such as website hosts or
cloud storage providers
c) financial companies that collect or process payments on our behalf
d) professional service providers such as accountants and lawyers
regulatory authorities, such as tax authorities.

8. EXERCISING YOUR RIGHTS
Where we rely on your consent to use your personal information, you have the right
to withdraw that consent at any time. This includes the right to ask us to stop using
your personal information for marketing or fundraising purposes or to unsubscribe
from our email list at any time. You also have the following rights:
a) Right of access – you can write to us to ask for confirmation of what personal
information we hold on you and to request a copy of that personal information
b) Provided we are satisfied that you are entitled to see the personal information
requested and we have successfully confirmed your identity, we will provide
you with your personal information subject to any exemptions that apply
c) Right of erasure – at your request we will delete your personal information
from our records as far as we are required to do so. In many cases we would
propose to suppress further communications with you, rather than delete your
personal information entirely
d) Right of rectification – if you believe our records of your personal information
are inaccurate, you have the right to ask for those records to be updated. You
can also ask us to check the personal information we hold about you if you
are unsure whether it is accurate/up to date
e) Right to restrict processing – you have the right to ask for processing of your
personal information to be restricted if there is disagreement about its
accuracy or legitimate usage
f) Right to object – you have the right to object to processing where we are (i)
processing your personal information on the basis of the legitimate interests
ground, or (ii) using your information for statistical purposes
g) Right to data portability – to the extent required by the GDPR, where we are
processing your personal information (that you have provided to us) either (i)

by relying on your consent or (ii) because such processing is necessary for
the performance of a contract to which you are party or to take steps at your
request prior to entering into a contract, and in either case where we are
processing using automated means (i.e. with no human involvement), you
may ask us to provide the personal information to you – or another service
provider – in a machine-readable format
h) Rights related to automated decision-making – you have the right not to be
subject to a decision based solely on automated processing of your personal
information which produces legal or similarly significant effects on you, unless
such a decision (i) is necessary to enter into/perform a contract between you
and us/another organisation; (ii) is authorised by EU or Member State law to
which Quantum Design is subject (as long as that law offers you sufficient
protection); or (iii) is based on your explicit consent.
We may ask you for additional information to confirm your identity and for security
purposes, before disclosing personal information requested to you.
Please note that some of these rights only apply in limited circumstances.
You are further entitled to make a complaint about us or the way we have processed
your personal information to the data protection supervisory authority in your home
country. In the UK, the data protection authority is the Information Commissioner’s
Office – www.ico.org.uk. For further information on how to exercise this right, please
contact us.

CHANGES TO OUR PRIVACY POLICY
Any changes we may make to our Privacy Policy in the future will be posted on this
page. We will notify you of any significant changes by contacting you directly where
reasonably possible for us to do so and by placing a notice on our website. This
Notice was last updated on [1st October 2020].

HOW TO CONTACT US
If you have any concerns or questions regarding the above please send an email
to tony.hart@quantumdesign.co.uk or contact us by post at Greystones House,
Pyrford Road, Surrey KT14 6QY.

COOKIE NOTICE
Our website uses cookies which will be saved on your computer and which will allow
an analysis of your use of the site. A cookie is a small file of letters and numbers that
we store on your browser or the hard drive of your computer if you
agree. Cookies contain information that is transferred to your computer's hard drive.
This information will be used to compile reports about the website activities for the
website operator and will facilitate provision of additional services in relation to the Site
and internet utilisation. If you do not want to receive cookies, you may set your web

browser to reject them, if your browser permits this. If you block cookies you may not
be able to access all or parts of our website.
The site uses Google Analytics, a web analytics service provided by Google Inc
(‘Google’). Google Analytics uses cookies to help the Site analyse how users use the
Site. The information generated by the cookies about your use of the Site (including
your IP address) may be transmitted to and stored by Google on servers in the United
States. Google will use this information for the purpose of evaluating your use of the
Site, compiling reports on website activity for website operators and providing other
services relating to website activity and internet usage. Google may transfer this
information to third parties where required to do so by law, or where such third parties
process the information on Google’s behalf. Google will not associate your IP address
with any other data held by Google. By using the Site, you consent to the processing
of data about you by Google in the manner and the purposes set out above.

